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Quantum superposition attacks
One of the fundamental differences between classical and
quantum computing is the possibility of implementing the
so-called quantum parallelism.

Classical computer registers at any given moment hold a
specific binary sequence, e.g., for a 32-bit register:

01010000101010101010011101010101

In contrast, a quantum computer register can exist in a
quantum superposition of the register’s base states. For
example, a 32-qubit register can exist in the state:

1√
232

∑
n∈{0,1}32

|n⟩ = 1√
232
|00000000000000000000000000000000⟩+

+ . . .+
1√
232
|11111111111111111111111111111111⟩

In this way, using one query to the quantum register, we are
able to process all 232 classical register states.
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Quantum parallelism is exploited by superposition attacks.

For instance, when attacking a symmetric algorithm
C = EK (M):

EK (M)M C

K

with a 256-bit key, we can create a superposition of all
possible key values:

Ĥ⊗256
∣∣∣0256
〉
=

1√
2256

∑
K∈{0,1}256 |K ⟩ .

Using “only” 256 logical qubits we generate all allowed 2256

values of key!
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Let us then introduce a quantum oracle:

|x⟩
Uf

|x⟩

|y⟩ |f (x)⊕ y⟩

for a binary function f : {0, 1}n → {0, 1}m.

The most interesting case concerns when the for a given
function f (x) the corresponding quantum oracle can be
implemented - this is the so-called Q2 security model.
For some attacks, we do not have quantum access to the f (x)
function - this is the so-called Q1 case. E.g. f (x) = EK (x)
represents classical encryption device with a fixed key, which
can be treated as a black box:

Crypto deviceM C
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The Q2 can be applied in particular to the
chosen/known-plaintext attacks (CPA/KPA), employing pairs
(Mi ,Ci ).

For a known encryption function C = EK (M), using the
quantum oracle UE for the cipher EK (M), with some plaintext
M, we find:∣∣0256〉 /256 H⊗256

UE

1√
2256

∑
K∈{0,1}256 |K ⟩ |EK (M)⟩

|0⟩⊗m /m

The resulting final state of the register is an example of a
quantum database.
The quantum database obtained in this way must then be
searched for a given element (here C ) or property (e.g. a
hidden symmetry). . .
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Quantum Algorithms

Grover’s Algorithm provides the optimal way to search an
unordered quantum database. For N = 2n elements, it requires
O(2n/2) steps. Classically: O(2n). It has application to
CPA/KPA attacks.

Simon’s Algorithm finds s ∈ {0, 1}n such that
∀x1, x2 ∈ {0, 1}n, a collision f (x1) = f (x2) occurs if and only if
x1 ⊕ x2 ∈ {0n, s}. Simon’s Algorithm provides an exponential
speedup, reducing the classical complexity of this problem,
O(2n/2) (birthday attack), to O(n). Applications include
attacks on certain symmetric ciphers (Even-Mansour,
Luby-Rackoff (Feistel), Lai-Massey, LX, ...).
Shor’s Algorithm finds the period r ∈ N of a function f (x), for
x ∈ N, exponentially faster than classical methods. It has
applications in attacks on cryptosystems based on factorization
(RSA) and cyclic groups (ECC).
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Toy example
For M,C ,K1,K2 ∈ {0, 1}n, the Even-Mansour block cipher [J.
Crypt. 10 (3), 151-62, 1997] is defined as follows:

PM C

K1 K2

Here, P is a random permutation (bijective S-box), known publicly.
The encryption function can be written as:

EK1,K2(M) = P(M ⊕ K1)⊕ K2.

The cipher is proven secure in the classical (Q1) and
post-quantum case (Q1/Q2) [G. Alagic, et al., 2022], for
sufficiently large n.
The cipher is broken in the polynomial time in the Q2 model,
employing the Simon’s algorith [Kuwakado&Morii, 2012].
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Implementations of Quantum Attacks

How close are we to the practical use of quantum cryptanalysis on
quantum computers?
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Current trends - Qubits

The number of logical qubits is generally much smaller than
the number of physical qubits because quantum error
correction codes (still at the early stage of implementation!)
consume a significant portion of quantum resources.

Observed growth in the number of physical qubits:

Currently: ∼ 10-fold increase over 5 years.
Quantum Moore’s Law?
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Current trends - Quantum Volume
The depth of quantum circuits is limited by quantum decoherence
of states. To account for both the spatial domain (qubits) and the
temporal domain (circuit depth), measures such as quantum
volume are introduced, utilizing sampling from the circuit below:

Assuming d as the number of layers in the circuit, we define
quantum volume VQ as:

log2 VQ = argmaxm {min(d(m),m)} ,

where m ¬ n, and d(m) is the maximum number of layers for
which successful sampling can be achieved.
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The correctness of sampling is verified based on significant
presence of the so-called heavy outputs - outcomes with
probability p(x) = | ⟨x | Û |0⟩ |2 above median.

In case the sampling is spoiled by the device errors, all
probabilities should approximately be equal to p ≈ 1

2m .
In case of sampling from a random unitary U(2m), with a Haar
measure, the outcome probabilities satisfy the so-called
Porter-Thomas distribution:

ρ(p) ≈ 2me−2mp,

the median for which is p∗ =
ln 2
2m .

The fraction of heavy outputs (above median) is then:∫ ∞
p∗

pρ(p)dp =
1 + ln 2

2
≈ 0.85.
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The following figure shows the growth of quantum volume VQ

for a family of ion-trap-based quantum processors developed
by the company Quantinuum, utilizing QCCD (Quantum
Charge-Coupled Device) architecture.

Currently: ∼ 10-fold annual increase in VQ .
Quantum Moore’s Law?
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The largest universal quantum circuit of size n × n (qubits ×
layers) that we can implement is: n = log2 VQ .
log2 107 ≈ 23.

https://www.quantinuum.com/blog/quantum-volume-milestone

Ion traps: 1 (Quantinuum), 3 (AQT), 6 (IonQ).
Superconducting qubits: 2 (IBM), 4 (IQM), 5 (Rigetti).
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Imagining the Possible Future

Linear extrapolation of Quantinuum data from the years 2020-2025.
The dashed lines indicate the confidence intervals for the 3σ level
(α = 0.9973). For the considered case, f (2050) ≈ 115 and
δ(2050) ≈ 39.

Quantinuum

IBM

2020 2025 2030 2035 2040 2045 2050

50

100

150

200

year

lo
g 2
V
Q

Here, δ(x) = t1−α/2,4

√
g(x)TCov(θ)g(x) with g(x)T = (1, x).

Jakub Mielczarek How far are we from practical quantum cryptanalysis?



Asymmetric Ciphers - Threats
For ECC, RSA, and ciphers based on the discrete logarithm
problem, Shor’s algorithm provides an exponential speedup
compared to classical cryptanalytic techniques.

In 2019, Gidney and Ekera estimated the computational
resources needed for cryptanalysis of the RSA-2048 algorithm,
finding that it would require approximately 10 million physical
qubits and about 8 hours of coherence time.
For RSA, implementing Shor’s algorithm requires
w = 3n + 0.002 ln n logical qubits. The circuit depth is
approximately d ≈ 0.3n3.
Resources needed to attack RSA-n:

n logical qubits (w) depth (d)
512 1536 4.0 · 107

1024 3072 3.2 · 108

2048 6144 2.6 · 109

4096 12288 2.1 · 1010
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We see that d ≫ w . Therefore, we introduce auxiliary quantities
(log2 VQ)min, (log2 VQ)max, and (log2 VQ)av for a quantum circuit
of width w and depth d (highlighted in gray).
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Estimated values of the logarithm of the quantum volume required
to carry out an attack on the RSA-n cryptosystem, based on
projections for the number of logical qubits (w) and the circuit
depth (d):

n (log2 VQ)min (log2 VQ)av (log2 VQ)max

512 ∼ 1500 ∼ 3 · 105 ∼ 4 · 107

1024 ∼ 3 · 103 ∼ 106 ∼ 3 · 108

2048 ∼ 6 · 103 ∼ 4 · 106 ∼ 3 · 109

4096 ∼ 104 ∼ 2 · 107 ∼ 2 · 1010

where we used:
n logical qubits (w) depth (d)

512 1536 4.0 · 107

1024 3072 3.2 · 108

2048 6144 2.6 · 109

4096 12288 2.1 · 1010
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Symmetric Ciphers - Threats

Typically, security analysis is based on a quantum brute-force
attack with the Grover algorithm, which does not provide
exponential speedup.

However, we lack proofs of quantum security for most known
symmetric cryptosystems. Exceptions include, among others,
proofs for the Even-Mansour cipher, LX construction, ...
A necessary condition for performing a quantum attack is the
quantum implementation of the encryption function EK (x).

Strong Sufficient Condition for Security:
A classical cryptosystem can be considered secure against quantum
cryptanalysis if, at a given moment in time, hardware
implementation of this algorithm as a quantum circuit is not
feasible.
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Resources needed to quantum implement AES-n:

n logical qubits (w) depth (d)
128 ∼ 4800 ∼ 730
192 ∼ 5400 ∼ 880
256 ∼ 6100 ∼ 1000

based on Lect. Notes Comput. Sci. 9606 (2016), 29-43.

Estimated values of the logarithm of the quantum volume required
to implement AES-n cryptosystem in the register of a quantum
computer, based on projections for the number of logical qubits
(w) and the circuit depth (d).

n (log2 VQ)min (log2 VQ)av (log2 VQ)max

128 ∼ 739 ∼ 1883 ∼ 4800
192 ∼ 880 ∼ 2180 ∼ 5400
256 ∼ 1000 ∼ 2470 ∼ 6100
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Imagining the Possible Future
Linear extrapolation for data concerning log2 VQ from the years
2020-2025. The dashed lines indicate the prediction interval for the
3σ level (99.73%).
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A prediction interval at the 3σ level (probability 99.73%) was
determined, corresponding to the condition:

P
(
f (x)− δ(x) ¬ f (x) ¬ f (x) + δ(x)

)
= 0.9973.
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The probability density distribution for the values of y = log2 VQ at
a given time (x) will be further described by a Gaussian distribution:

ρ(y) =
1√
2πσ

e−
(y−µ)2

2σ2 ,

where µ and σ denote the expected value and the standard
deviation, respectively. Hence, for the considered 3σ level, the
following relation holds: 3σ = δ(x).

On this basis, we can estimate the probability that, in the year
2050, the value of y = log2 VQ for the considered linear
extrapolation model will exceed a certain threshold value y0. The
probability is then given by:

Pr(y > y0) =

∫ ∞
y0
ρ(y) dy = 1−

∫ y0

−∞
ρ(y) dy .

Jakub Mielczarek How far are we from practical quantum cryptanalysis?



Algorithm Min log2 VQ Required departure
from the mean in 2050

RSA 512 1500 ∼ 106σ
RSA 1024 3 · 103 ∼ 222σ
RSA 2048 6 · 103 ∼ 453σ
RSA 4096 104 ∼ 760σ
ECC 112 1300 ∼ 91σ
ECC 160 1800 ∼ 130σ
ECC 192 2200 ∼ 160σ
ECC 224 2500 ∼ 183σ
ECC 256 2900 ∼ 214σ
ECC 384 4300 ∼ 322σ
ECC 521 5800 ∼ 437σ
AES 128 4800 ∼ 360σ
AES 192 5400 ∼ 406σ
AES 256 6100 ∼ 460σ
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Is There Anything to Fear?

Based on linear extrapolations of the present trends, strong
symmetric and asymmetric ciphers (AES-256, RSA-2048,
ECC-256) will likely remain unbroken for the next 25 years.

Naive extrapolations also do not support the possibility of
cryptanalysis of these algorithms within a 50-year timeframe.
The predicted required coherence times, of the order of hours,
do not match current experimental realities (e.g., ∼ 100µs for
superconducting qubits).
However, we cannot rule out scientific and technological
breakthroughs that may occur within the next 10-30 years.
It is essential to closely monitor advancements in quantum
technology to identify signs of such developments.
In particular, for sensitive information with long lifespans,
preventive measures should be implemented...
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Post-Quantum Cryptography (PQC)

Post-Quantum Cryptography (PQC) is a set of cryptographic
solutions (within the realm of classical cryptography) designed
to be resistant to attacks using (future) quantum computers.

This is especially relevant for NP-hard problems, which remain
difficult even for quantum computers.

Areas of focus within PQC include lattice-based algorithms,
multivariate cryptography, code-based algorithms, and
hash-based digital signatures.
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First Post-Quantum Standards

On August 13, 2024, the American National Institute of Standards
and Technology (NIST) announced the first three post-quantum
standards:

FIPS 203 - Module-Lattice-Based Key-Encapsulation
Mechanism Standard

Based on the difficulty of lattice problems.
Derived from the CRYSTALS-KYBER algorithm.
Replaces KEX protocols (e.g., ECDH) with KEM.

FIPS 204 - Module-Lattice-Based Digital Signature Standard
Based on the difficulty of lattice problems.
Derived from the CRYSTALS-DILITHIUM algorithm.
Replaces signature schemes based on RSA and ECC.

FIPS 205 - Stateless Hash-Based Digital Signature Standard
Based on the security of hash functions.
Derived from the SPHINCS+ algorithm.
Replaces signature schemes based on RSA and ECC.
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Summary

Quantum computing methods pose a potential threat to some
of the cryptographic primitives currently in use.

Current forecasts do not support the likelihood of effective
quantum cryptanalysis of strong contemporary ciphers within
the next 25 years.
Quantum error correction and variational methods may lead to
some surprises (e.g. quantum distingushers).
Deep understanding of quantum hardware (by building and
utilizing it) is needed to make reliable security assessments
concerning quantum cryptanalysis.
For long-lived information, quantum cryptanalysis should be
considered in risk assessment.
Countermeasures, such as the first PQC standards, PQC-based
protocols, and QKD, are already available and are currently
being implemented.
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