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What can you expect

Short history of Git

Current threats and vulnerabilities

AI agents in the workflow

Best practices on how to secure repositories



Git History



GitHub vs GitLab

Aspect​ GitHub​ GitLab​

Ownership & Model​
Owned by Microsoft; SaaS-first 
with enterprise options​

Independent; open-core with 
SaaS and self-hosted options​

Core Strength​
Collaboration, open-source 
community, integrations​

End-to-end DevOps in a single 
platform​

CI/CD​
GitHub Actions, integration-
driven​

Native, deeply integrated CI/CD 
pipelines​

Self-Hosting​ Limited and enterprise-focused​
Strong and widely adopted self-
hosting support​

Typical Use Cases​
Open-source projects, startups, 
distributed teams​

Enterprises, regulated 
environments, DevSecOps



TeamPCP

Okta report

https://www.okta.com/ko-kr/blog/threat-intelligence/defending_against_team_pcp_software_supply_chain_attacks/


TeamPCP

GitLab Security Analyst

https://about.gitlab.com/blog/gitlab-discovers-widespread-npm-supply-chain-attack/


Pull request target from the hell

pull_request_target runs with base repository privileges

  It exposes secrets and write permissions

Never execute untrusted PR code

A single forked PR can lead to RCE

  Use only when necessary



Pull request target from the hell

Blog by Roi Nisimi

https://orca.security/resources/blog/pull-request-nightmare-part-2-exploits/


LiteLLM horror story

Trend Micro blog

Popular AI proxy package (100+ LLMs)

Attack is linked to TeamPCP (Shai-Hulud)

Started within the trivy-action repo

GitHub Actions were compromised

The malicious code stole the SSH keys

Two versions were published to PyPi

https://www.trendmicro.com/en_us/research/26/c/inside-litellm-supply-chain-compromise.html


LiteLLM horror story

The malicious versions deployed a three-stage payload:

Credential harvester

Kubernetes lateral movement toolkit

Persistent backdoor

Callum McMahon at FutureSearch discovered the payload

The highest-priority IOCs can be found in this link.

https://documents.trendmicro.com/assets/txt/Your-AI-Gateway-Was-A-Backdoor_IOCS-iIalxJu.txt


LiteLLM horror story

Check for infected files and directories

Rotate ALL credentials

Block the known IOCs at DNS and firewall 

Audit npm packages

Pin Trivy and all security scanners in your CI/CD pipeline



LiteLLM horror story

Enforce ‘npm install --ignore-scripts’ in CI/CD pipelines

Monitor for unexpected ‘.pth’ file creation in Python site-packages

Pin package versions and verify SHA256 hashes

Pin to a stable and tried-and-tested version

Deploy behavioral detection for bulk credential file reads

Implement JARM fingerprint monitoring for TLS connections 



LiteLLM horror story

Audit transitive dependencies

Implement egress filtering

Treat LLM API keys as crown jewels

Watch for fork bomb / resource exhaustion 



AI Agents in CI/CD pipelines

In both GitHub Actions and GitLab CI/CD pipelines 

AI agents like Gemini CLI, Claude Code, OpenAI Codex, …

Untrusted user content can be embedded directly into prompts

AI output is executed as shell commands



AI Agents in CI/CD pipelines

Aikido Blog post

https://www.aikido.dev/blog/promptpwnd-github-actions-ai-agents


AI Agents in CI/CD pipelines

Restrict the toolset available to AI agents

Avoid injecting untrusted user input into AI prompts

Treat AI output as untrusted code

Restrict the blast radius of leaked GitHub tokens



Red Hat GitLab breach

Nearly 570GB of compressed data was stolen

Almost 800 organizations were affected

The Crimson Collective - cyber extortion group

The GitGuardian

https://blog.gitguardian.com/red-hat-gitlab-breach-the-crimson-collectives-attack/


GitLab Duo Vulnerability

GitLab Duo is an AI-powered coding assistant

Duo Chat has been susceptible to an indirect prompt injection 

The HackerNews

https://thehackernews.com/2025/05/gitlab-duo-vulnerability-enabled.html


Protect CI/CD as carefully as production

  AI agents are both an opportunity and a new attack surface

Security must be built into the development workflow

Conclusion
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