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Disclaimers

• Perfect security does not exist

• Fear is not a strategy; awareness is

• Beware of anyone selling a silver bullet

• AI is not uniquely insecure; it inherits many existing security challenges

• Security requires continuous assessment and improvement

• This presentation reflects a technical perspective, not legal advice



• “Agent is an AI model capable of reasoning, planning, and interacting with its environment”*

• Agents have access to memory, tools, and external systems

• Agents can do as much as you allow them to do

*Hugging Face
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• Models are getting better and better

• Larger context window

• Extended thinking capabilities

• Can make decisions and handle complex tasks

• Open-source solutions are more accessible

• Tools: OpenClaw, n8n, Make, LangChain/LangGraph, CrewAI/AutoGen, LlamaIndex, … 

• Almost everyone can experiment with agentic workflows

Trends: Positives



• Agents introduce new attack surfaces and amplify existing risks

• We are giving AI agents unrestricted access to our data, tools, and systems

• We rush development just to “make it work”

• AI models themselves have issues we have not solved yet

• Everything is moving too fast

Trends: The not-so-positive side



The "Sandwich Email"

• In early April 2026, Anthropic published a 244-page system card for Claude Mythos Preview 

https://www-cdn.anthropic.com/08ab9158070959f88f296514c21b7facce6f52bc.pdf
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Project Glasswing and banned models

• Project Glasswing: access only to pre-approved partners (AWS, Apple, Microsoft, Google,…)

• Fable 5 released (Mythos 5 + safeguards) on June 9

• Jailbreak reported: some safeguards could be bypassed

• On 12 June, the U.S. government restricted foreign nationals’ access

• Anthropic suspended Fable 5 globally

• On 30 June, restrictions were lifted after review and safeguard updates



Hugging Face Incident

• Agents were looking for answers instead of solving ExploitGym

• They found an unknown zero-day Artifactory vulnerability

• Escaped intended isolation constraints and got Internet access

• For coordination, agents communicated via package manager files

• Agents breached the Modal AI infrastructure, but did not find answers there

• Achieved code execution on multiple servers and root access on one

• OpenAI acknowledged the incident on 21 July 2026



Hugging Face Incident

• Agents escaped the restricted environment

• Activity caused an Artifactory outage

• Credentials were removed, and the service was rebuilt

• Agents recreated a hidden message board 

• Agents searched third-party services, including Modal and Hugging Face

• Hugging Face compromised: code executed on dozens of servers, root access on one

• OpenAI deactivated the internal model after the incident



Agent Collusion on a Public Wiki

https://collusion.wiki/


Infostealers Have Found a New Target: Your AI Agent 

• AI agents store valuable local data: access tokens, configs, project context, …

• Malware families now target tools like Claude, Cursor, Cline, Codex and OpenCode

• Stolen agent data can reveal both access and context

• Not an AI-model bug: the stealer is already on the device

• Treat AI-agent folders like password stores



A Case of Bromism Influenced by Use of Artificial Intelligence

• 60-year-old man with no prior psychiatric or significant medical history

• Presented with paranoia, hallucinations, and severe insomnia

• He refused to drink water unless he personally distilled it

• Diagnosed with bromism, a rare form of bromide intoxication

• He reported asking ChatGPT about alternatives to dietary salt

• Following the advice, he replaced table salt with sodium bromide purchased online

• Symptoms improved after receiving appropriate treatment
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Automation Requires More Security, Not Less

• Define goals, boundaries, and privileges

• Trust nothing by default

• Validate inputs and outputs

• Secure agent workflows

• Test, audit, and review

• Monitor continuously

• Detect anomalies early

• Keep humans in control of critical decisions



Can we secure agents?

• Many companies are racing to join the agent-security hype

• Sage and Skill Scanner by Gen Digital

• OpenClaw has even partnered with VirusTotal to scan agent skills

• And many others …

https://ai.gendigital.com/sage
https://ai.gendigital.com/sage
https://ai.gendigital.com/agent-trust-hub
https://ai.gendigital.com/agent-trust-hub
https://www.virustotal.com/gui/home/upload


• Security is not optional

• There are new trends, but fundamentals are staying the same

• Limit access

• Keep humans in the loop

• Protect privileged access

• Log and monitor agent activity with respect to sensitive data

Conclusion
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